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NETWORK PERFORMANCE MONITORING AND RESTORATION 
BASED ON TRANSMISSION CODE VIOLATIONS 

Inventor: Rohit Sharma 

Claim of Benefit From Provisional Application 

This application hereby claims the benefit under 35 U.S.C. § 119(e) of 
provisional patent application serial no. 60/136,624, entitled "Network 
Performance Monitoring and Restoration Based on Transmission Code 
Violations", filed on May 27, 1999, which provisional application is incorporated 
by reference herein in its entirety. 

Field of the Invention 

The present invention relates to the field of data and signal 

communications, and more particularly, to the use of transmission code 

violations to facilitate network monitoring and restoration. 

Background of the Invention 

The reader is presumed to be familiar with commonly used 
communications network terminology and protocols. For general background 
information, the reader is referred to Roger L. Freeman, Practical Data 
Communications, John Wiley & Sons, New York, 1995, and the applicable 
networking standards published by standards bodies such as the Institute of 
Electrical and Electronic Engineers (IEEE) and the International Standards 
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Organization (ISO), and the Bellcore (now Telcordia) SONET Generic 
Requirement documents (GRs). 

Modern data communication networks often include multiple links or data 
paths between two or more network elements depending on the network 
topology. These links are typically monitored for failure and performance 
degradation by a network management system using a network management 
protocol. The network management system monitors the network for failure or 
signal degradation and initiates restoration of the network by, for example, 
selecting a different physical link to carry the signal. 

Depending on the transmission format, the performance of links in a 
network may be determined by: 1) the transmission signal power received at the 
monitoring network element, 2) the ability of the monitoring network element to 
recover bit or frame synchronization with the data stream, or 3) receipt of specific 
expected data patterns. For network elements using data patterns to monitor 
performance, the data patterns may be defined in an overall time division 
multiplexing (TDM) framing format such as Synchronous Optical Network 
(SONET), or as "hello" or "handshake" packets typically employed by packet- 
based data communications networks. 

For networks using transmission codes (e.g., block codes), the rate that 
transmission code violations are received is another indication of the 
performance of a link. Transmission codes are typically used in communication 
systems to provide error detection and correction capability through the addition 
of systematic redundancy at the transmit end of a link such that errors caused by 
the transmission medium can be corrected at the receiver by means of a decoding 
algorithm. The amount of redundancy is typically dependent on the type of code 
selected and the level of error correction capability desired. Although many 

2 

21216/04285/SF/5019045.1 



Case 4993 

modern networks use transmission code violations to provide error detection 
and correction, these conventional systems do not use transmission code 
violations to trigger network restoration and protection. 

Accordingly, there is a need for a system and method of monitoring a 
network for transmission code violations, and to trigger network restoration and 
protection based on the number of transmission code violations. It is desired that 
such a system and method have low overhead and low cost so that it may be 
easily integrated into existing communications systems and network topologies. 

Summary of the Invention 

A method of monitoring and restoring a communications network 
comprises the steps of: receiving a data stream encoded with a transmission 
code; decoding the data stream to determine a performance metric based on a 
number of transmission code violations; and restoring the performance of the 
communications network in response to the performance metric. 

In a preferred embodiment of the present invention, the performance 
metric is an error rate determined from the number of transmission code 
violations, and the performance of the network is restored by transferring traffic 
from a first link to a second link in response to the performance metric exceeding 
a predetermined value. 

A system for monitoring and restoring a communications network 
comprises a first network element and a second network element. The first 
network element generally includes a transmitter and a switch. The transmitter 

3 

21216/04285/SF/5019045.1 



Case 4993 

generally includes an encoder coupled to receive a data stream. The encoder 
encodes the data stream with a transmission code (e.g., 8B/10B code). The 
switch is coupled to receive the encoded data stream from the transmitter and a 
switch signal from the second network element for switching the encoded data 
stream from a first link to a second link. 

The second network element is coupled to the first network element via a 
plurality of links and generally includes a receiver having a decoder coupled to 
receive the encoded data stream from the first network element. The decoder 
decodes the encoded data stream and determines a number of transmission code 
violations. A monitoring module coupled to the decoder receives the number of 
transmission code violations and determines a performance metric based on the 
number of transmission code violations. The monitor module generates a switch 
signal if the performance metric exceeds a predetermined value. The switch 
signal is coupled to a switch in the first element for commanding the transfer of 
the encoded data stream from a first link to a second link. Any number and 
combination of links and switches can be used with the present invention. 

The present invention provides a low overheard, low cost system and 
method for providing network performance monitoring and restoration by 
taking advantage of the intrinsic structure of some common transmission codes 
(e.g., 8B/10B). For example, the present invention does not require the 
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processing of an entire block of data to determine the health of a link. Rather, the 
present invention need only process a limited number of bits (depending upon 
the transmission code used) to determine the health of the link. 

These and other features, aspects, and advantages of the present invention 
will become better understood with regard to the following description, 
appended claims, and accompanying drawings. 

Brief Description of the Drawings 

Figure 1 is a block diagram of a communications network. 

Figure 2 is a block diagram of a point-to-point span of the communications 
network shown in Figure 1. 

Figure 3 is a block diagram illustrating the functional elements of Gigabit 
Ethernet technology. 

Figure 4 is a flow diagram of a method of monitoring and restoring the 
performance of the point-to-point span in Figure 2. 

Description of the Preferred Embodiments 

Although the following description of the present invention refers to 
8B/10B data streams used in IEEE802.3z Gigabit Ethernet transmissions, other 
networking standards or protocols are equally applicable, including, without 
limitation 4B/5B transmission codes used in lOOMb/s Ethernet and FDDI, and 
other modulation schemes which use extra code points (e.g., 5x5 QAM). 
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Referring to Figure 1, there is shown a block diagram of a communications 
network 100. Network 100 includes a plurality of interconnected network 
elements (NEs) 106, 108 and 110, coupled together by a plurality of data links 
Lll, L12, LIN, L21, L22, L2N, as shown in Figure 1. Figure 1 makes clear that 
network 100 may include any number of NEs interconnected in a variety of 
topologies, including, but not limited to, token ring, star, mesh, bus and other 
more complex topologies. 

Network 100 includes spans 102 and 104. Span 102 includes NEs 106 and 
108 coupled together by full-duplex links Lll, L12, LIN and span 104 includes 
NEs 108 and 110 coupled together by full-duplex links L21, L22, L2N. NEs 106, 
108, 110 can be, for example, bridges, routers, switches, hubs or any hybrids of 
such devices. In a preferred embodiment of the present invention, a data stream 
entering NE 108 on link Lll in span 102 is switched or otherwise routed by NE 
108 from a working link L21 in span 104 to a protection link L22 in span 104 in 
response to a switch signal generated by NE 110, which indicates failure or 
degraded performance in working link L21. The switch signal is generated in 
response to a performance metric based on a number transmission code 
violations detected by NE 110, as described further with respect to Figure 4. 

Many standard communication protocols use transmission codes, such as 
the 8B/10B transmission code described in A. X. Widmer and P. A. Franaszek, "A 
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DC-Balanced, Partitioned-Block, 8B/10B Transmission Code/ 7 IBM Journal of 
Research and Development, vol. 27, No. 5, pp. 440-451, September, 1983. The 
8B/10B transmission code is a well-known forward error correction code (FEC) 
having two redundant bits (e.g., parity bits) for providing systematic redundancy 
during encoding such that errors caused by the medium or link can be corrected 
at the receiver by means of a decoding algorithm. 

In a preferred embodiment of the present invention, the error detection 
capability of the 8B/10B transmission code is used to initiate switching between 
two or more NEs, as described with respect to Figure 4. Although the 
description that follows refers to 8B/10B codes, other codes are equally 
applicable to the present invention, including but not limited to, 4B/5B code used 
in lOOMb/s Ethernet and FDDI or any other modulation schemes that use extra 
code points (e.g., 5x5 QAM). 

Referring to Figure 2, there is shown a block diagram of a point-to-point 
span 102 of the communications network 100 shown in Figure 1. In a preferred 
embodiment of the invention, span 102 is a Gigabit Ethernet (hereinafter also 
referred to as "GE"). GE technology is a 1-Gbit/sec (1,000-Mbit/sec) extension of 
the IEEE 802.3 Ethernet networking standard designed for applications needing a 
high-bandwidth backbone. It supports full-duplex operation for switch-to-switch 
and switch-to-end connections and supports half-duplex operation on shared 
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network connections that use repeaters and the CSMA/CD medium access 
method. Figure 3 illustrates the functional elements of GE technology. Of 
particular importance to the present invention is the functional element relating 
to 8B/10B encoding and decoding. The 8B/10B coding function is part of the GE 
standard and is well understood by those skilled in the art. For further 
information regarding GE technology, the reader is invited to review the IEEE 
802.3z specification, which describes the GE technology. 

In Figure 2, span 102 includes NE 106 and NE 108. NE 106 preferably 
includes an encoder 202, a transmitter 204, and a switch 206. NE 108 preferably 
includes a receiver 210, a decoder 212 and a monitor module 214. NEs 106 and 
108 are coupled together by working link 216 and protection link 218. The 
monitor module 214 in NE 108 and switch 206 in NE 106 are coupled by a return 
link 220. Return link 220 can be a standby link reserved for traffic switched from 
a failed working link or links, or alternatively, it may be another working link. 

NEs 106 and 108 would typically include both receiver and transmitter 
functionality (e.g., transceiver) for receiving and transmitting data, respectively, 
to other NEs in the network 100. For clarity, however, only the transmission 
functionality is shown for NE 106 and only the receiver functionality is shown for 
NE 108. In practice, encoder 202 and switch 206 can be integrated with 
transmitter 204 and decoder 212 and monitor module 214 can be integrated with 
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receiver 210. Also, it is noted that the present invention can work with any 
number and combination of links, transmitters, receivers, switches and monitor 
modules depending on the network topology or system requirements. 

Referring to NE 106, encoder 202 is coupled tone or more NEs for receiving 
one or more data streams. Encoder 202 preferably encodes the data stream using, 
for example, an 8B/10B transmission code. The encoding of the data stream can 
be accomplished using the methods described in U.S. Patent No. 5,740,186, which 
is incorporated by reference herein in its entirety. Encoder 202 is coupled to 
transmitter 204 for formatting and placing the encoded data stream on either 
working link 216 or protection link 218 via switch 206. Switch 206 is coupled to 
return link 220 for receiving a switch signal from monitor module 214 located in 
NE 108. The switch signal is used by switch 206 to switch or otherwise transfer 
the encoded data stream from working link 216 to protection link 218, as further 
described with respect to Figure 4. 

Referring to NE 108, receiver 210 receives the encoded data stream from 
the working link 216 and prepares the encoded data stream for decoding using 
conventional techniques. In one embodiment, receiver 210 is adapted to convert 
data link voltages to, for example, TTL/MOS compatible voltages for use with a 
phase locked loop coupled to a clock for generating a signal synchronized with 
the data stream. The synchronized signal can be coupled to a logic sequencer 
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(not shown) in decoder 212 for recognizing frame or byte boundaries and for 
implementing a decoding algorithm compatible with the encoding algorithm to 
detect transmission code violations and provide error correction (See, e.g., U.S. 
Patent No. 5,740,186). Once decoder 212 has synchronized and decoded the 
encoded data stream, module 214 counts a number of transmission code 
violations and computes a performance metric for link 216 based on the count. In 
a preferred embodiment of the present invention, the performance metric is a 
rate of transmission code violations Re. The error rate Re is computed by 
dividing the total number of transmission code violations occurring over a 
predetermined period of time or, alternatively, over a predetermined number of 
data frames. If the performance metric indicates that the working link 216 has 
failed or provides unacceptably degraded performance, a switch signal is sent 
from module 214 to switch 206 via return path 220. Upon receipt of the switch 
signal from module 214, switch 206 switches or otherwise transfers the data 
stream to protection link 218. A preferred embodiment of the switch 206 can 
include a multiplexer (not shown) coupled to a control module (not shown) for 
controlling the switching of traffic between links 216 and 218 in response to the 
switch signal using conventional techniques. 

Although the embodiment described above could be used in scenarios 
where the working link 216 has completely failed (e.g., break in the medium), the 
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present invention is equally applicable to scenarios where the working link is 
subject to degraded performance due to high noise levels or other types of 
interference, but has not completely failed. In such scenarios, link 218 is a 
working link used for carrying traffic during normal operation. The data stream 
carried on link 216 can be multiplexed onto link 218 using a variety of techniques 
depending upon the application (e.g., time division multiplexing (TDM), 
frequency division multiplexing (FDM), wavelength division multiplexing 
(WDM)). 

Referring to Figure 4, there is shown a flow diagram of a method of 
monitoring and restoring the performance of a communication link in accordance 
with the present invention. In span 102 forming part of network 100, NE 106 
transmits a data stream encoded with a transmission code (e.g., 8B/10B) over 
working link 216. NE 108 receives 400 the encoded data stream from working 
link 216. The data stream is synchronized 402 by receiver 210 and decoded 404 
by decoder 212 in NE 108 using conventional techniques. Decoder 212 counts 
406 a number of transmission code violations using known methods (see, e.g., 
U.S. Patent No. 5,704,186). Monitor module 214 in NE 108 determines a 
performance metric (e.g., error rate Re) from the number of transmission code 
violations. If 410 the performance metric exceeds a predetermined value, a 
switch signal is generated 412 by monitor module 214 for commanding switch 
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206 in NE 106 to switch the encoded data stream from working link 216 to 
protection link 218. 

The preferred embodiment of the present invention described above, 
provides a low overheard, low cost system and method for providing network 
performance monitoring and restoration by taking advantage of the intrinsic 
structure of some common transmission codes (e.g., 8B/10B). For example, the 
preferred embodiment does not require the processing of an entire block of data 
to determine the health of a link. Rather, the preferred embodiment need only 
process a limited number of bits (depending upon the transmission code used) to 
determine the health of the link. 

The foregoing description of the embodiments of the invention has been 
presented for the purposes of illustration and description. It is not intended to be 
exhaustive or to limit the invention to the precise form disclosed. Many 
modifications and variations are possible in light of the above teaching. It is 
intended that the scope of the invention be limited not by this detailed 
description but rather by the claims appended hereto. 
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What is claimed is: 



2 1. A method of monitoring and restoring a communications network, 
2 comprising the steps of: 



3 receiving a data stream encoded with a transmission code; 

4 decoding the data stream to determine a performance metric based 

5 on a number of transmission code violations; and 

6 restoring the performance of the network in response to the 

7 performance metric. 

1 2. The method of claim 1, including the step of: 

2 generating an error rate based on the number of transmission code 

3 violations for use as the performance metric. 

1 3. The method of claim 1, including the step of: 

2 generating a switch signal in response to the performance metric 

3 exceeding a predetermined value. 

1 4. The method of claim 3, including the step of: 

2 transferring the data stream from a first link to a second link in 

3 response to the switch signal. 

1 5. The method of claim 2, wherein the step of generating an error rate 

2 includes the step of: 

3 dividing a number of transmission code violations by a 

4 predetermined period of time. 

i 6. The method of claim 2, wherein the step of generating an error rate 



2 includes the step of: 
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dividing a number of transmission code violations by a 
predetermined number of data frames. 

7. A system for monitoring and restoring a communications network, 
comprising: 

a first network element, comprising: 

a transmitter having an encoder coupled to receive a data 

stream, the encoder for encoding the data stream with a 

transmission code; 
a switch coupled to receive the encoded data stream from the 

transmitter, the switch coupled to a switch signal for 

switching the encoded data stream from a first link to a 

second link; 

a second network element coupled to the first network element via 
the first and second links, comprising: 

a receiver having a decoder coupled to receive the encoded 
data stream from the first network element, the decoder 
for decoding the encoded data stream and determining 
a number of transmission code violations; and 

a monitoring module coupled to receive the number of 
transmission code violations from the receiver, the 
monitor module for determining a performance metric 
based on the number of transmission code violations, 
and for providing a switch signal to the switch in the 
first network element if the performance metric exceeds 
a predetermined value. 
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8. The system of claim 7, wherein the performance metric is an error rate 
determined from the number of transmission code violations. 

9. The system of claim 7, wherein the transmission code is an 8B /10B code. 

1 0. The system of claim 7, wherein the transmission code is an 4B/ 5B code. 

11. The system of claim 7, wherein the communications network is a Gigabit 
Ethernet. 

12. The system of claim 7, wherein the switch signal is coupled to a third 
network element in a second communications network. 
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NETWORK PERFORMANCE MONITORING AND RESTORATION 
BASED ON TRANSMISSION CODE VIOLATIONS 

Abstract of the Disclosure 
A network element (NE) in a communications network decodes a data 
stream received over a communication link. Upon synchronization with the data 
stream, the NE determines a performance metric for the link based on a number 
of transmission code violations. In response to the performance metric exceeding 
a predetermined threshold, the NE commands the selection of a different link to 
carry the data stream via a switch signal. The switching or rerouting of signals 
may occur between a single pair of NEs (e.g., point-to-point span) or in a more 
complex topology having a plurality of interconnected NEs. 
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